P3P and Usability – the Mobile Case

John Sören Pettersson

Karlstad University, Centre for HumanIT, 651 88 Karlstad, Sweden

john_soren.pettersson@kau.se

http://www.humanit.org

Abstract. Non-English laymen’s understanding of privacy vocabulary is the topic of investigations reported in this presentation. In focus is how users may understand so-called ‘user agents’ which are developed on the basis of recommendation issued by the P3P (Platform for Privacy Preferences Project). Furthermore, investigations of how user interfaces may be designed for mobile devices with their small displays are presented. Preliminary proposals of phone-sized displays have been worked out in accordance with the results on privacy terminology comprehension among ordinary users.

1   Introduction

The Internet is used by people of varying linguistic backgrounds. This may cause problems if users are to exercise informational self-determinacy based on privacy policy documents in the language of the web site owner only. W3C’s Platform for Privacy Preferences Project, P3P [4], designs a set of tags to enable automatic interpretations of privacy policies of web sites. The tags have short but comprehensive definitions in the English language, but these definitions are too technical to be readily intelligible for lay English users. The P3P has therefore suggested a set of simplified phrasings in the English language [5]. They call these simplifications ‘translations’. However, we will avoid using this word in that sense because we will discuss inter-linguistic issues where the word ‘translation’ already has an established meaning. Non-English users understanding of privacy vocabulary is our topic of investigation.

The problem of communicating privacy policies to ordinary people contains also the question of how to set one’s own privacy preferences in order to enable desired automatic interpretations of privacy policies. Screen layout and human-computer dialogue structure are also topics which need to be investigated. For ordinary web browsers running on ordinary desktop computers the layout of preference setting menus may be easy (assuming vocabulary issues resolved). Also alerting the browsing user may be rather trivial when there is space to make clearly visible alerts without interfering with the user’s browser view. Sound could also be used because one can assume that desktop browsing users are in environments where the sound level can be set once and for all, which makes the user familiar with the sound of the alert signal.

For mobile browsing of WAP sites the problems are more severe. The biggest problem is that the display is limited in size which will affect both the user’s comprehension of privacy preference alternatives and, during browsing, the possibility for the browser to make ‘automated’ comments on different sites’ privacy policies without disturbing the user.

In a series of pilot studies we have been investigating these issues.
 This presentation will sumerise and comment on the pilot studies. Discussions about further developments and the problems of a more detailed user control and alerting function are also given.

2   Pilot Questionnaires on Vocabulary

2.1   English and Swedish Vocabulary (Autumn 2002)

In this study twenty-four Swedish first-year students were given the questionnaire a few weeks after the academic year had started. The students were still attending the two introduction courses of their study program, the multimedia program of Karlstad University. The idea was to reach the students with the questionnaire as early as possible before they were given too much knowledge that was IT related. Their background was upper secondary school and a few weeks of university studies. The results have been presented in a brief poster [3]; the presentation below will be somewhat more extensive (borrowing from a master thesis by Claes Thorén).

The questionnaire consisted of two parts, one on English terminology, and one on Swedish terms. The informants completed the first part before they were given the second one (one informant dropped out in the second part).

The first handout consisted of words and terms in English and the informants were asked to explain in their own language (i.e. Swedish) what the words meant. If they had been requested to answer in English it would have been necessary to assess their ability to write English before any fruitful analysis of their answers could be performed. The words were selected based on the Privacy Bird interface [1]: privacy, integrity, sensitive information/non-sensitive information, personally identifiable data/non-personally identifiable data, opt-in/opt-out, and preferences but selected terms were added: consent and location data. The word consent occurs frequently in discussions about users’ rights (cf. expressions such as “informed consent”) and so we regarded it as central to the understanding of privacy issues. Location data is specific for the use on mobile phones which is the area of investigation in the research reported here. 

The second part of the questionnaire consisted of three words in Swedish, but in addition to provide explanations to these three words, the test subjects were required to propose appropriate Swedish phrases for opt-in and opt-out. There is no Swedish equivalent of these words, and we were interested in having some suggestions for user interface vocabulary. All five words also appeared in the first part and this would make it possible to test this design of a questionnaire for the purpose of establishing whether or not there exists a language barrier that makes the explanations of the concepts more difficult when they appear in a foreign language (i.e. in English).

2.2   Results of Autumn 2002 Pilot Questionnaire 

The informants were allowed to write “Do not know”. The master student classified the answers into three categories: “does not know”, “wrong answer” and “correct answer”. Naturally, some difficulties in classifying the answers pertain to this kind of research. But the number of don’t knows for some of the words gives a clear indication of the risks of relying on users’ comprehension of this particular terminology as should be clear from Table 1 were the results are presented. 

Noteworthy is that the Swedish forms appear as more intelligible, but the set of terms is of course very small. Nevertheless, Thorén concludes that “The majority of the answers were correct, and most of the discrepancies were simply mix-ups and misunderstandings of the three words. There were not many suggestions for Swedish words for the English ‘opt-in’ and ‘opt-out’. What generally can be said about the suggestions is that most of them are in fact correct, they are just sometimes mix-ups or confused with other things.” [3]

Table 1. Results of autumn 2002 questionnaire (adapted from [3])

N = 24, English terms
Correct
Wrong
“Do not know”

Privacy
15 = 62%
7 = 29%
 2 =   8%

Integrity
6 = 25%
15 = 62%
 3 = 12%

Opt-in/Opt-out
0 =   0%
 2 =   8%
22 = 92%

Sensitive info/Non-Sensitive info
8 = 33%
11 = 46%
 5 = 21%

Consent
3 = 12%
 2 =   8%
19 = 79%

Location Data
6 = 25%
 1 =   4%
17 = 18%

Pers. ID data/Non-pers. ID data
6 = 25%
  8 = 33%
10 = 42%

Preferences
9 = 37%
10 = 42%
  5 = 21%

N = 23, Swedish terms




Integritetsskydd
3 = 13%
6 = 26%
14 = 61%

Personlig integritet
3 = 13%
8 = 35%
12 = 52%

Säkerhet
1 =   4%
11 = 48%
11 = 48%

To make some further comments on the statistics, it should be noted that for Swedish users of privacy technology there may be a problem of understanding the difference between the English terms ‘privacy’ and ‘integrity’ as used in computer science, because ‘privacy’ in Swedish is ‘personlig integritet’. Over 60 percent knew what privacy means, but only 25 percent knew what the English word integrity means. 

For the concepts sensitive information/non-sensitive information, one might argue that any information may be sensitive, depending on its use [2]. It was anyhow deemed interesting to see informants explaining these concepts. It is notable that many gave examples which could be said to illustrate some sensitive information. Nevertheless, 50 percent of the answers were classified as wrong since they display irrelevant dichotomies like “Personal or non-personal information” and “High security level/Low security level”.

Likewise, only 25 percent of the students gave a satisfactory interpretation of personally identifiable data/non-personally identifiable data. Several of the answers associated with logins, identity cards, and other forms of authentication.

Preferences is an important concept in the field of user agents. However, it was interpreted as “properties”, “references”, and in other ways by some forty percent, while an additional twenty percent answered that they did not know. Only 37 percent gave a satisfactory answer.

The opt-in/opt-out options might seem essential to any use of network services, yet only two persons tried to explain the meaning of these concepts. What is more, their answers do not reveal any real insight into the matter: “In-option and out-option” might be based on some experience of these options but might as well not, while “Optical in or out” is definitively wrong.

The word consent is not specifically used within computer-related fields and could be supposed to be understood by any university student. Nevertheless, only three of the Swedish students gave a correct description (= 12%).

Location data is of particular relevance in a mobile setting. However, since the words appearing in the questionnaire was given without context, the results here is perhaps not indicative on how the same phrase would be understood in a user interface: 71% answered that they did not know, 25% gave a satisfactory answer, and only 4%, i.e. one person, gave an answer that could be classified as wrong but which was not totally off the mark: “Information about where my computer is”.

2.3   P3P Simplified English Phrases (Summer 2003)

The summer 2003 we began developing a questionnaire for investigating the simplified English phrases that are being proposed by P3P. We used the June version of the Proposed Recommended Plain Language Translation [5]. During our work with a pilot questionnaire, P3P continued to work on the recommendations and in a version published in September several difficult passages have been removed. 

The purpose of the summer 2003 pilot questionnaire was not only to confirm the earlier findings but also to test how evaluation of whole phrases can be undertaken. The questionnaire was presented to only 12 students of a C-programming class run during the summer vacation. These students had varying backgrounds, some had a background in IT studies. They do not constitute any representative sample of Swedish citizens, especially not if we are searching for a baseline vocabulary for user-friendly privacy technologies. However, because the results from the previous questionnaire showed that ordinary students have great difficulties in understanding the terminology in question, it seemed worthwhile to pursue this test with a partly new questionnaire layout.

Like the previous questionnaire, the first part consisted of privacy-related words which could be difficult for non-native users to understand. The respondents had to explain the single test words with a few words or a sentence. Again, the test words were given in English but each respondent answered in his or her own language, which in this case was Swedish. The questionnaire included some words found in the expert-oriented P3P Element Specifications (i.e., they are not meant for inclusion in end users’ user interfaces) in order to test if they are sufficiently well-known to able to include them in future explanatory texts on privacy technology (legal entity, user agent). Table 2 demonstrates the problems of the seven words included in the word test (question marks in Table 2 signify answers that we found difficult to classify).

The second part consisted of some phrases from the P3P Proposed Recommended Plain Language Translation which a master student selected by letting a couple of her friends read through the file while marking passages they felt they did not understand (again, this included some phrases from the proper definitions and not only the plain language proposals). Six phrases were tested. Now it was possible to test words in context because every word will appear in a sentence. Moreover, to make the context more similar to the one appearing in a user interface, each phrase was given with a heading which (presumably) would appear above each phrase in a real user interface. 

In the following list, the phrases are given in bold face. The passages set within quotation marks appeared in English in the questionnaire; the framing presentation and question in Swedish are here also given in English:

1. If a web site tells you that it “may set and access cookies” on your computer, what does that mean?

2. Under a heading ”How long your information may be retained” is written “Information is retained to meet the stated purpose and discarded at the earliest time possible”, what does that mean?

3. Under a heading “How your information may be used” is written “To preserve social history”, what does that mean?

4. Under a heading “How your information may be used” is written “We allow you to access your contact information in our records”, what does that means?

5. Under a heading “How your information may be used” is written “To customize the site for your current visit”, what does that mean?

6. Briefly explain the following sentence: “The purpose/recipient is always required; users cannot opt-in or opt-out of this use of their data”.

The results are summarised in the lower part of Table 2. The sixth phrase was chosen to put the difficult concepts of opt-in and opt-out into a context. Obviously, this did not help. Cookies seems to be a difficult concept as exemplified by the following answer: “Sometimes pop-up boxes are displayed when you are on the Internet, I usually call them cookies.”

It should be noted that presenting phrases and headings in English in a Swedish questionnaire presents some problems. It is difficult to put a question (in Swedish) concerning the English phrase without revealing some of the meaning of the English words in the phrase. The master student conducting this work, Ninni Danielsson, chose a very neutral question for each phrase; translated to English it would read something like: “what does that mean?” Another way would have been to provoke respondents to give examples. This could perhaps be done by putting a question asking for examples after the general question used in this pilot questionnaire: “what does that mean? Could you give examples of how it may function?” However, analysing the answers to such a questionnaire would be very time-consuming. 

The summer 2003 pilot questionnaire has formed the basis for a more extensive questionnaire on privacy phrases that will be used in November 2003 by Danielsson and another master student. They have made a redesign with multiple-choice questions to be able to more quickly scan a large amount of respondents and have made a few preliminary testings of that design. The purpose now is to test phrases for a P3P-enabled WAP browser which will be discussed in the following section.
Table 2. Results of summer 2003 questionnaire (statistics prepared by Ninni Danielsson; the number of question marks signalises difficult classifications of answers)

N = 12, Words
Correct
Incorrect
“Do not know”

Privacy
5  ??
5
2

Opt-in
0
1
11

Opt-out
0
1
11

Consent
0
0
12

Preferences
2  ??
4
6

Legal Entity
0
1
11

User Agent
0
3
9

N = 12, Phrases




Phrase 1.
4  ?
6  ?
2

Phrase 2.
5
0
7

Phrase 3.
0
2
10

Phrase 4.
4
3  ?
5

Phrase 5.
3
5  ?
4

Phrase 6.
0
1
11

3   User Interfaces for Privacy Enhancing Functions

As reported in [2], the first questionnaire analysed non-English laymen’s understanding of privacy vocabulary in order to choose appropriate terminology for user interfaces in mock-up (=non-real) P3P-enabled WAP browsers. We adapted a concept for early user testing of multimedia products to the small displays of mobile phones by simply letting the phones be depicted on ordinary computer screens. Later on the crude prototype was evaluated by the law department of the Independent Center for Privacy Protection (ICPP) in Kiel, Schleswig Holstein, Germany. The ICPP proposed an extended function to set one’s privacy preferences. (The intention is to test the proposal in the same usability laboratory environment as before but with a touch-screen to enable faked but pressable keys on the phone mock-up). 

In this section, the initial usability tests will be treated briefly while the results and the ICPP proposal will be discussed in some detail.

3.1   Alerting and Informing in P3P-Enabled Browning

If users are to be able to rely on user agents performing some or most of the analysing of web and WAP sites’ policy statements, then there must be a swift way of telling the users the results of the analyses. In some P3P-enabled web browsers the user can set the conditions for when the agent shall give a warning (alternatively this could be used to block access in the way the PICS classification is used). In general, one could imagine two kinds of conditions for warning: either the site does not contain any P3P policy statement at all, or there is such a statement but it deviates from the user’s preferences. In either case a warning should be given, and in the latter case the agent should display the deviating declarations either automatically or upon request from the user. It should be noted that the user might not be alarmed by a warning when he enters certain kinds of trusted sites, such as his local hospital, even if their policy statements tell about far-reaching uses of information which are directly linked to him.

In addition to the alerting function, there should also be a function allowing a user to set his privacy preferences. Naturally, this could be done by very restrictive default settings for inexperienced users, so that they will be alerted about all kinds of deviations during surfing. However, the resulting frequent interruptions may not be wanted, and neither would it be easy to on-the-fly inform the user of what the different policy details in effect mean. On the other hand, if users are supposed to be informed about how personally identifiable data are used, then there should be a way of setting such preferences in an informed way. Users have to be able to understand the alternatives when setting their preferences. Informing the user at this stage could be used in various depth depending on what the user requests (in [2] informing is called “teaching”).

So far in our studies the focus has been on textual rather than voice presentation. We have not assume that users will use earpieces or phones with free speech capabilities to be able to hear alerts or to listen to the information of the privacy preference setting pages. Certainly, other kinds of alerts are possible when using an ordinary mobile phone, especially using the ringer signal, vibration, and the LED indicator. However, using a ringer signal makes it impossible to use WAP at many public places and shared work places. Vibrations and LED indicators are not present on every model of mobile phones. LED indicators might furthermore not be immediately visible for persons using the WAP function of their phones. Concentrating on on-screen information also made it possible to compare the merits of different display sizes.

3.2   Preliminary prototypes autumn 2002

The displays of Ericsson 520m and R380 with screen size 100 x 80 and 368 x 120 pixels were used in the initial pilot experiments. The Ericsson R380 has a fold-out display which makes the screen wider and somewhat longer and this increases the capabilities of the interface. It also has graphical icons that due to the size of the display become large and clear.

Only one testperson used the 520m-based prototype. This person did not notice when the alert symbols were switched on, or the icon got in the way for the ordinary text or disappeared. Alerting in devices with the smallest screens will possibly have to including ringer and vibration. Since the alert function did not work, the privacy preference setting was not elaborated for this diplay size. Instead six persons and some experts were used to test various crude prototypes for the larger mobile displays. (For explanation on how tests were conducted and examples of screen shots, see [2]).

As the vocabulary test had indicated that many users are not familiar with privacy terminology, we decided to use a design with hyperlinks in the privacy setting menu. Links could be clicked by the users to get a definition or explanation of specific terms, or to get to a page with a menu allowing the user to set option for the personal definition. For instance, if the user clicked on “sensitive information”, a screen appear which allowed the user to define what sensitive information is for him.

Setting privacy preferences with scrolling would of course be an option, but since the layered approach with further explanation was found to be useful that option was not tested in this round.

3.3   Proposal Based on Kinds, Purposes, and Ways

The WAP browser page layouts for preference settings were analysed by juridical experts to provide for a structure and detailedness that ensures users can be claimed to have understood what their agents are doing with machine-readable policy files, if they understand the individual options. The latter should be ensured by linking difficult words and phrases to explanations.

The main menu concentrates on three types of properties of data usage (underlining indicates hyperlinks):

W a r n  me at sites that…

…collect these kinds of personal data about me

…use my personal data for these purposes
…use my personal data in these ways
In the subsections immediately below, the three corresponding check lists are presented.

3.3.1 Kinds of Personal Data

W a r n  me at sites that collect the following kinds of personal data about me:

[  ] all personal data

[  ] contact information

[  ] mobile device specific data (location data, user agent profiles)

[  ] political, health information, information about my religious believes

[  ] financial information or information about my purchases

[  ] my interests or habits

3.3.2 Purpose of Data Collection

W a r n  me at sites that use my personal data for the following purposes:

[  ] for all purposes

[  ] for a pseudonymous analysis of myself

[  ] for an individual analysis of myself

[  ] for research, web site administration or tailoring of services of web sites

3.3.3 Ways

W a r n  me at sites that use my personal data in the following ways:

[  ] all kinds of processing and transmission

[  ] storage for a period longer than necessary for stated purposes or legal requirements

[  ] processing without explicit consent
[  ] forwarding to third parties
(Again underlining indicates links; see Section 3.4.)

3.4   Future Prototype Tests

The links at the second level (3.3.1-3.3.3) go to explanations rather than preference menus. Various implementations are conceivable. Ninni Danielsson has made sketches for page design of twelve different prototypes (mainly for preference settings) based on the above proposal as well as on [2] and on AT&T Privacy Bird 1.2.2 (http://www.privacybird.com), and for some different display sizes of (large-display) mobile phones. Some of these proposals will be tested in usability tests based on mock-ups. An interesting but yet not addressed issue concerns if it is feasible to include the variety of devices (such as desk top computers, PDAs, mobile phones) in a single specification for privacy-related user interfaces so as to present users with a coherent interface for privacy functions. Differences in user interface designs will be a problem for users, but one single design will not be appropriate for different types of devices.

3.5   A Comment upon Usability and Explicitness 

The structure and the amount of explicitness shown in the proposal presented above in Section 3.3 have not yet been tested. Nevertheless, if one scrutinizes this proposal, one will discover that it is possible to extend the degree of explicitness. A more precise preference setting function would allow (or force) users to make purpose settings for each kind of personal data. And for each purpose setting users could make settings of ways in which that particular sort of data would be allowed to be processed for that particular purpose.

Such a way of specifying one’s privacy requirements would approach some sort of completeness goal. On the other hand, it would put quite a stress on the user, and it seems reasonable to assume that we would loose most mobile users if we tried to elaborate such a hierarchical structure among the menus suggested in 3.3.1 to 3.3.3.

Trying to remedy the difficulties of hierarchically ordered options by using different user interface structures for different kinds of users (ordinary users vs. expert or experienced users) may introduce another bewildering element because the user would then have to choose among user interfaces. Setting one’s privacy preferences should probably not have to be done repeatedly, and the user interface for this function should invite the user to complete the task when installing the user agent. One might perhaps dare to suggest site-sensitive preferences which are set during the continued use of a browser like the “always trust this site” function already implemented in today’s systems.

4   Conclusion

The small questionnaire studies conducted within this project has demonstrated the risk of relying on a lingua franca (English) for crucial privacy information on the Internet even for Internet users who are used to visiting English web sites. Privacy policies in machine-readable form constitute a solution because these will be possible to present in the user’s own language, if he has a browser equipped with a suitable interpretator. In the same time one has to be aware that the privacy threats in a networked society are sometimes very intricate, as are the solutions which the discussion in Section 3.5 demonstrates. To make ordinary users of varying linguistic and technical skills able to utilise privacy agents will not be merely a user interface problem but will have to be considered in a broader context of how informational self-determinacy are discussed and taught in society.
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